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1

Introduction

Purpose of this document
This discussion paper aims to:
 explore the challenges public authorities face managing born digital public records in digital
form over the entire life of those records


seek the views of public authorities on appropriate strategies for addressing these challenges.

Problem definition
Public authorities need to capture, manage and enable access to their corporate memory.
Government is facing a fundamental challenge in its ability to meet this requirement.
Government’s digital service delivery has outpaced its ability to capture, manage and
preserve the digital evidence of its business decisions and activities.
Records management functionality is often not being embedded into the design of new business
systems. This means government may not be able to optimise the value of their digital records, or
secure their continuing integrity and useability over time.
A key finding of the Australian National Audit Office Report titled Records Management in the
Australian Public Service found that the agencies assessed:
‘generally do not consider the need for records management functionality during the planning,
acquisition, development and implementation of electronic business systems. As a result,
some systems are being used to maintain records even though they have not been designed
to do so. Conversely, some systems could be used to manage records but no consideration
has been given to their potential to fulfil this function’.
Records Management in the Australian Public Service,
Australian National Audit Office Report Number 53 for 2011-2012

A critical disconnect has emerged between government’s move towards digital service delivery,
while still relying on outdated records management processes. As a result, while levels of digital
recordkeeping maturity vary across government, many public authorities are still reliant on paperbased recordkeeping systems for capturing information which is born digitally.

Only 18 per cent of respondents to the Queensland State Archives 2013 Recordkeeping
Survey of Public Authorities indicated that their public authority used predominantly digital
recordkeeping systems.
When digital recordkeeping is not a natural or organic part of the business, there is a risk that
records may not be captured and appropriately managed over time. If this trend is not reversed,
the Queensland public sector will lose its ability to capture and manage its corporate memory, the
evidence base of public administration and its ability to account for its decisions and activities.
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2

Digital transformation in governments

Advances in technology and digital service delivery are driving service and process redesign.
Governments throughout the world are increasingly moving to online and digital service
environments for their customers. Examples of these initiatives are outlined below.

Digital service initiatives
UK – Government Digital Strategy 1
Under the Government Digital Strategy the UK Government will redesign its digital services to
make them so straightforward and convenient that all those who can use them will prefer to do so.
This strategy:


follows a March 2012 Budget commitment to digital services being the default



was developed collaboratively across government as part of the Civil Service Reform Plan



is supported by departmental digital strategies



has been followed up by departmental progress summaries and cross-government progress
summaries action by action



is supported by a cross-government approach to assisted digital provision.

1

Government Digital Strategy: December 2013, www.gov.uk/government/publications/government-digitalstrategy/government-digital-strategy
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The strategy also describes how delivering services digitally will result in savings of £1.7 to
£1.8 billion each year.

USA – Digital Government: Building a 21st Century Platform to Better Serve the
American People 2
The Digital Government Strategy in the USA sets out to accomplish three objectives:


enable the American people and an increasingly mobile workforce to access high-quality digital
government information and services anywhere, anytime, on any device



ensure that as the government adjusts to this new digital world, we seize the opportunity to
procure and manage devices, applications, and data in smart, secure and affordable ways



unlock the power of government data to spur innovation across the nation and improve the
quality of services for the American people.

Queensland – GoDigitalQld Queensland Digital Economy Strategy and Action Plan 3
Queensland government departments are moving to digital platforms wherever possible and
undertaking reform, renewal and revitalisation of frontline and other services. GoDigitalQld is the
Queensland Government’s roadmap to using digital technologies, content and innovative services
to boost productivity, connectivity and economic well-being in Queensland.

The Queensland Government’s vision for the digital economy is for:
Queensland to be Australia’s most digitally interactive state and recognised globally as a digital
innovation hub.
GoDigitalQld Digital Economy Strategy and Action Plan

GoDigitalQld estimates the Queensland Government currently has around 100 million interactions
with customers each year. Of these, approximately 35 per cent are online with similar shares in
counter and telephone interactions.
GoDigitalQld recognises that digital content and technologies help shift service delivery location
from government facilities and institutions into people’s homes, businesses or locations of choice.
As a result, a key outcome of GoDigitalQld is for the Queensland Government to adopt a digitalfirst approach to service delivery.

2

Digital Government: Building a 21st Century Platform to Better Serve the American People,
www.whitehouse.gov/sites/default/files/omb/egov/digital-government/digital-government-strategy.pdf
3
GoDigitalQld Queensland Digital Economy Strategy and Action Plan, www.godigitalqld.dsitia.qld.gov.au/welcome-togodigitalqld
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Case study: Queensland Supreme, District and Land Courts’ Service
‘The Commission of Audit has specifically endorsed our long term goal of transitioning to a
wholly digital/electronic environment for the creation and management of all court case related
information and material. Ensuring that we do this suitably is important for us.’
Electronic documentation will improve efficiency, reduce delays and generate cost savings
through a reduced staff requirement.
‘Almost every registry includes a large number of staff employed to move pieces of paper from
one area or place to another. It might be as high as 1/3 staff. The reliance on paper and the
need to manually manage it all contributes to delays in almost all aspects of proceedings
including allowing people appropriate access to view those documents which are accessible.
We have therefore committed to moving to an all, or principally, electronic environment in the
next nine years…’
Interview conducted with Julie Steel, Executive Director, Supreme, District & Land Courts’ Service, January 2014

Transitioning services and business processes to becoming fully digital is driven by the desire to
improve productivity and service through whole-of-government initiatives such as the One-stopshop Plan and GoDigitalQld Queensland Digital Economy Strategy and Action Plan. The One-stopshop Plan incorporates more than 900 services and is about delivering a better, more consistent
customer experience where online delivery is the first option. In 2013, 28 per cent of transactions
delivered by One-stop-shop were available online. One-stop-shop will have 100 new transactions
available from the end of 2014, followed by 200 more online transactions by the end of 2015 4 .
Others beyond the Queensland Government are going digital. Around 88 per cent of local
governments are also working to deliver better frontline services through deployment of existing
technologies 5 . The Digital Productivity Report published by the Local Government Association of
Queensland in 2013 revealed that 61 per cent of councils rank data and information as critical
business assets, yet 63 per cent did not have clarity about preserving data integrity and need
advice on planning, storing and maintaining their data5.

Local Government Association of Queensland, Digital Productivity Report, October 2013.

4
5

Queensland Government, One-stop-shop plan, www.qld.gov.au/dsitia/initiatives/one-stop-shop/key-initiatives/
Local Government Association of Queensland, Digital Productivity Report, October 2013, http://lgaq.asn.au/reports
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Digital recordkeeping transformation initiatives
USA
In August 2012, the United States of America Office of Management and Budget (OMB) and the
National Archives and Records Authority (NARA) issued the Managing Government Records
Directive 6 as a significant first step in an ‘executive branch wide effort to reform records
management policies and practices.’ The Directive sets a robust 21st-century framework for
managing federal records and information, and carries out the requirements of the Presidential
Memorandum of November 28, 2011 7 . The Directive requires that agencies eliminate paper and
use electronic recordkeeping. It is applicable to all Executive Departments and agencies and to all
federal records, without regard to security classification or any other restriction.

Canada
In 2009, the Canadian Government issued a Directive on Recordkeeping 8 . The directive requires
organisations to manage information resources of business value so that they are used as
strategic assets to aid decision making and the efficient delivery of government programs and
services. Government of Canada employees are to manage their information resources with the
same care and attention they use in managing the human, financial and material resources. The
goal of the Canadian Government is to move from paper as the default medium, to digital as the
only medium.

Australia
Within Australia, the Department of Prime Minister and Cabinet developed a Digital Transition
Policy 9 in 2011 which aims to move Australian Government agencies to digital recordkeeping for
efficiency purposes. The National Archives of Australia (NAA) is the lead implementation agency
for this policy. The policy is applicable to all agencies, regardless of their legislative status.
Digital recordkeeping means that the majority of an agency's records will be created, stored and
managed digitally and, where possible, incoming paper records will be scanned so that new paper
files are not created. For many agencies this policy is a digital transition from using paper-based
records management to digital information and records management which will reduce paper
stockpiles. In 2012 NAA issued a further requirement that all records created digitally after 2015
that are eligible for transfer to the National Archives will only be accepted in digital format.

6

Managing Government Records Directive, www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-18.pdf
Presidential Memorandum - Managing Government Records, www.whitehouse.gov/the-pressoffice/2011/11/28/presidential-memorandum-managing-government-records
8
Directive on Recordkeeping, www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16552&section=text
9
Digital Transition Policy, http://www.naa.gov.au/records-management/digital-transition-and-digital-continuity/digitaltransition-policy/index.aspx
7
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3

The challenge of managing evidence of digital
government

The shift to digital services and increased use of information technology by public authorities
means that paper-based records management systems cannot effectively and efficiently support
the capture, maintenance, access, retention and disposal of electronic records.
‘We’re seizing more and more evidence in digital form… The whole world has gone digital and
we had to find a way to respond.’
Five data storage lessons from the Queensland Police Service, Lifehacker IT Pro, 13 August 2013.

Recordkeeping
Recordkeeping is a function of the Queensland government where information resources of
business value are created, captured and managed within public authorities and used as a
business asset to:


enhance customer service delivery



provide evidence of policy and activity to support effective decision making



facilitate ongoing operations



demonstrate organisational accountability



expand our social memory.

Public records are increasingly born digital (e.g. created electronically via email; word processing
documents; spreadsheets; websites; social media; digital images, audio and visual recordings).
Examples of various types of public records, and a snapshot of the many formats in which they can
be created and received, are identified below in Figure 1.

Figure 1: Example of variety of formats of public records created and received by public authorities
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Because digital records are so different from paper ones due to their reliance on technology for
their ongoing access and use, proper recordkeeping has become more challenging and complex. 10
Information technology is a key enabler of achieving well-managed information in support of
policies, programs and services.
While procedures and actions for paper recordkeeping practices are well established, the level of
recordkeeping maturity associated with digital recordkeeping is lower across government. For
example, in 2013, 73 per cent of Queensland public authorities used a combination of paper and
digital recordkeeping systems, while 18 per cent indicated that their authority used predominantly
digital recordkeeping systems. Only 9 per cent indicated that a predominantly paper recordkeeping
system was used 11 .
Case study: NSW Education gets smart with digital recordkeeping
In 2009, the NSW Department of Education and Communities (DEC) began a project to switch
the largest single organisation in Australia (public or private) over from paper to digital
recordkeeping.
The project was initiated after DEC senior management determined ‘that the current internal
practices in information management were unsustainable given the volume of information
being managed both digital and physical’.
If the current paper-based approach was to continue, DEC identified the major potential risks
as:


loss of corporate knowledge



loss of accountability



loss of management control



increased productivity costs, including re-creation costs



service inefficiencies



risk of loss of client confidence (public, business and students).

Benefits realised
In 2013, over 80 per cent of the records managed in their electronic document and records
management system, TRIM, are digital, resulting in a major transition from paper and shared
drives, eliminating duplication and resulting in efficiency gains and reduced onsite and offsite
storage costs. Savings in storage costs alone were estimated at $800,000 for off-site storage
and $6 million for on-site storage per year.
NSW Education gets smart with digital record-keeping, Image and Data Manager, 8 August 2013.

10

Queensland Government Digital Continuity Strategy,
www.archives.qld.gov.au/Recordkeeping/GRKDownloads/Documents/QueenslandGovernmentDigitalContinuityStrategy.
pdf
11
Queensland State Archives 2013 Report on the Recordkeeping Survey of Queensland Public Authorities,
www.archives.qld.gov.au/Recordkeeping/GRKDownloads/Documents/RecordkeepingSurveyReport2013.pdf
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Capturing and managing the evidence of digital business activity
While the Public Records Act 2002 requires public authorities to keep full and accurate records of
their business, the Act does not specify that public records need to be created and kept in paper
form.
Information which is born digitally should be managed digitally as an integrated part of digitallyenabled business processes. However due to the increasing disconnect between the creation of
digital public records and paper-based recordkeeping systems, the business processes that
support recordkeeping activities are mismatched and need to be reinvented to more fully support
digital service delivery. Currently, digital recordkeeping is seen as an additional and often onerous
business process, and is not carried out consistently across government.
Managing born digital records in digital formats is an important element of a modern government,
where information and records management practices are reformed to reflect a 21st century
approach to government service delivery and business, ensuring consistency with other
jurisdictions.
By the end of 2014, 72 per cent of Commonwealth agencies will have digital records and
information management in place, increasing to 95 per cent by 2015.
David Fricker, Director-General National Archives of Australia,
Digital Continuity and the Digital Economy – Towards 2020

In addition to limitations with business system functionality, there are other reasons, including
reliance on ‘wet’ signatures, where born digital records are printed and managed on paper files.
Compounding the inefficiency, they may then be converted back into a digital form through
digitisation, to enable accessibility again (see Figure 2 below). This practice is inherently inefficient
and wasteful and results in confusion with multiple copies of individual records incurring additional
storage and disposal management costs.

Figure 2: Agencies have invested in digitisation as a fix for immature digital recordkeeping practices: with
unintended consequences.
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Example proliferation of multiple copies of an individual record
One large Queensland Government department is reviewing its recordkeeping and business
processes to increase efficiency and decrease the volume of paper records it is creating.
During its review, the department has identified scenarios in which public records are being
duplicated across both digital and paper formats.
For example, queries from members of the community received via email are printed, a
coversheet placed over the email with additional information (such as date response due),
scanned and sent to the officer preparing a response. The response is prepared in a digital
format, usually an email, sent to the recipient and saved in the electronic document
management system (eDRMS). The email is then printed and saved in the paper-based filing
system.
If this business process is replicated throughout almost 500 public authorities for multiple
record types, the volume of duplication and unnecessary records is significant.
The department is making changes to its business processes to increase efficiency and reduce
the volume of paper records in the future.

Increase in paper storage costs across the Queensland Government
The Queensland Government provides a standing offer arrangement (SOA) for records
storage, retrieval and destruction services for use by any Queensland public authority
(QGCPO 747-08). Historical data indicates that the volume of paper records being stored
(including those created through the printing of records which are born digitally) is growing.
For example, in the 2011-12 financial year, it is estimated that storage costs alone under the
SOA for Queensland public authorities (including some local governments) totalled
approximately $1.9 million per annum, with 696,000 items in storage. For the 2013-14 financial
year, the number of items in storage had increased to 981,000 items, with a total cost of
approximately $2.4 million per annum.
These costs do not include storage solutions sourced through individual arrangements or
where records are stored onsite (e.g. basements, sheds, storage containers and spare office
space).

In addition to the challenges the above scenario raises, the business of government is increasingly
being conducted in more collaborative, online environments (email, forums, social media,
Yammer). These collaborative, online systems typically contain insufficient controls to ensure the
authenticity and integrity of the records they contain. Delays in filing information from shared
folders or collaborative online environments to core records management systems also expose
records to potential alteration and deletion, ultimately impacting on the integrity and authenticity of
the record.
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Almost all information is now created in digital form. It is wasteful to convert digital information
to paper to store and manage it. It will also become increasingly impractical as agency
business becomes more reliant on digital technologies. Persisting with paper practices in a
digital world is not only costly but also stifles innovation.
Benefits of digital information and records management, National Archives of Australia.

The department ‘…cannot provide assurance that its electronic files are accurate, complete
and well maintained. Further, inadequate reporting functionality means this information cannot
be easily accessed for analysis and reporting purposes’
Queensland Audit Office Report No. 10 for 2011: Regulating waste: protecting the environment

A key element of sound public administration and accountability is adequate recording or
documentation of the business of government. To achieve this, agencies need to develop
records management frameworks and systems designed to ensure that records are
appropriately managed.
Records Management in the Australian Public Service,
Australian National Audit Office Report Number 53 for 2011-2012

Responsibilities for managing digital records
The digital records created by government need to be retained for varying amounts of time, with
specific retention periods determined by legislative and business requirements.
Management of the government's digital information over the life of these assets is a shared one. A
small proportion of the digital records created by public authorities will need to be retained
permanently. In the future these records may be transferred to Queensland State Archives (QSA)
if a digital archive is established. Responsibility for the long-term preservation and accessibility for
records in the digital archive will rest with QSA.
However, a much larger volume of digital records created by government are of long-term
temporary value and must be kept for different periods of time. Some can be disposed of as soon
as their business use ceases, while others must be kept for several years (between two and 120
years).
For instance, the General Retention and Disposal Schedule for Administrative Records (GRDS) is
QSA’s most widely used schedule and the most frequently viewed document on its government
recordkeeping web pages. The GRDS is used by public authorities to sentence public records
relating to common administrative functions across government. The GRDS has different retention
periods for temporary records based on record classes. Thirteen per cent of the retention periods
are between 10 and 100 years, while 51 per cent are between five and nine years.
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There are also agency-specific and sector-wide retention and disposal schedules that have
different retention periods. For instance, the Children’s Rights, Protection and Promotion Retention
and Disposal Schedule requires records relating to children or young people who receive visits
from community visitors to be retained for 100 years after last action.
While QSA provides guidance on recordkeeping for these temporary records and they are in the
scope of the Public Records Act 2002, responsibility for ensuring the long-term useability of these
records rests with individual public authorities.
Current practices for the preservation of long term or temporary value digital records are geared
around their conversion to paper form. This approach is not sustainable. Unless coherent practices
and systems are put in place to capture and manage records for a paperless government,
business efficiencies will not be gained, information (including metadata) will be lost and the
renewal transformation of government will slow.
Figure 3 below provides a high-level overview of the responsibilities associated with digital
recordkeeping across government, ranging from digital records of short term value, through to long
term temporary and permanent value records.

Figure 3: Activities, roles and responsibilities for government digital recordkeeping.
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4

Responding to the challenge: Reforming digital
records capture and continuity
Born digital, stay digital vision:

Information which is born digitally is managed digitally across its life

The Queensland Government has a vision for Queensland to be Australia’s most digitally
interactive state and recognised globally as a digital innovation hub. One of the strategic objectives
that will help achieve this goal is for the Queensland Government to adopt a digital-first approach
to service delivery 12 .
A digital first approach will mean that public records will be created digitally, across a variety of
business platforms. For example, transactions will occur via online forms instead of paper forms
and smart devices and online channels will be used for communications. The digital records
created as a result of these digital transactions will be required to be seamlessly managed for easy
capture, reuse, control and disposal.
In September 2012, Queensland State Archives released the Digital Continuity Strategy, which
aims to future proof digital records of government business. The Digital Continuity Strategy sets
out the strategic objective, activities, and guiding
principles that will guide the Queensland
‘If records management policies and
Government’s approach to managing, preserving
practices are not updated for a digital
age, the surge in information could
and providing access to digital public records for as
overwhelm agency systems, leading to
long as they are needed.
higher costs and lost records.’
In seeking to manage born digital information
Presidential Memorandum -- Managing
digitally across its life, public authorities need to
Government Records, The White House,
President Barack Obama, 2011
consider their records management needs and
functionality when selecting, developing or
upgrading electronic business systems that contain records. By doing this, there are increased
opportunities for greater access, re-use and sharing. The latent value of digital information can only
be fully exploited when it is available and useable.
The development of a born digital, stay digital approach to records management is a key initiative
supporting the establishment and implementation of a digital archiving program for the Queensland
Government. To encourage public authorities to move away from their traditional reliance on
paper, the digital archiving program will give public authorities confidence in the long term
useability and integrity of digital records by providing access to standards-compliant digital
archiving services.

12

GoDigitalQld Queensland Digital Economy Strategy and Action Plan
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Challenges associated with moving to a born digital, stay digital model
Barriers to managing born digital records digitally across their life
Challenge
Scale and
complexity of
change

Cultural
change

Public sector
skills and
capabilities
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Responses by public authorities

New service delivery models will have
implications for the management of
digital public records. Ensuring
information that is born digitally is
managed digitally across its life may
require a significant change in work
processes for some Queensland
public authorities. This change may
include the redesign of business
processes and systems so as to
embed recordkeeping requirements
into business systems. This change
will be required as part of the broader
government transformation and
renewal projects currently underway.

Implementing new technology-enabled
recordkeeping solutions that are easy to
use and intuitive. Solutions to ensure that
clients can work, communicate and
collaborate from anywhere.

There may be significant cultural
change required when transitioning
from paper-based recordkeeping
systems to managing digital
information for some public
authorities. A key strategy to
overcome this will be to demonstrate
the benefits of managing born digital
information in digital formats
throughout its life. This will require
visible support from leaders and
champions across government and a
long term commitment to change.

Identifying manual work processes, and
updating them to allow for electronic
processing, removing institutional,
behavioural and cultural barriers.

All public authority staff will require a
range of skills to manage born digital
information digitally. Staff impacted
will range from those involved with the
day to day recordkeeping, to project
staff, to senior management, to
system designers and implementers
to ensure systems that create and
capture digital information can
manage it accordingly.

Creating awareness of the benefits of
managing digital information digitally.

Promoting need for recordkeeping
functionality in new and existing business
systems and digital information capture
and sharing.
Streamline business practices and
implement electronic workflows and
approvals where possible.
Amending legislation that requires paperbased business processes to use
electronic transactions instead.

Consider client expectations when
identifying work processes to update
(services clients would reasonably expect
to be able to carry out electronically).
Change habits, behaviour and
perceptions of employees to reduce
reliance on paper recordkeeping.
Develop reward and recognition
strategies for paper-lite based business
processes.

Engaging with key stakeholders to
champion changes and overcome
barriers.

Born digital, stay digital discussion paper

Barriers to managing born digital records digitally across their life
Challenge
Transition
costs

Transition costs associated with
ensuring staff have the necessary
skills and capabilities. Such cost
implications can be an impediment.

Responses by public authorities
Create ways to encourage working
together to make savings in the use,
storage and need for paper-based
processing.

Benefits of managing born digital information in digital form
By investing in changes which ensure digital record assets remain useable and accessible over
their entire lifecycle, Queensland public authorities have the opportunity to reap a range of
benefits, including:
Efficiency and productivity - Making efficient use of resources


reduce use of paper and paper-based workflow processes, and associated printing, storage
and paper costs



leverage, re-use and exploit existing digital information assets



reduce waste and duplication, including time lost looking for or recreating records



time savings from simplified workflows between front-end service delivery and communication
channels and digital information capture and preservation systems

Performance - Achieving strategic goals


support the renewal agenda to have a modern efficient government and the best performing
public service. Managing digital records properly is an essential part of the modernisation of the
system



improve services to customers from enhanced ability to search, discover and reuse digital
public records



boost productivity from enhanced integration of recordkeeping considerations into end-to-end
digital business process design



maximise return on investment by ensuring the value of information in ICT systems is fully
realised

Performance - Protection and enhancement of reputation


enable more efficient, effective, open and transparent government through increasing
confidence in and use of digital records



improve cross-agency delivery of services to Queenslanders and sharing of better, more
comprehensive information and records



meet legislative obligations.
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Benefits case study: Moreton Bay Regional Council
The provision of a single electronic document and records management system (eDRMS)
solution for Moreton Bay Regional Council was driven by a range of factors, including the need
to improve efficiency, administration and communication across three district offices; improved
customer service; improved records capture and compliance with standards and legislation.
As part of this initiative, Council’s Land Information System (LIS) and the eDRMS were
integrated to enable the automatic registration of documents in the EDRMS. This process was
previously performed manually.
Benefits realised
On average 20,000+ documents are generated via the LIS each month. To manually register
these documents to the EDRMS would take an average time of 2 minutes each. This
transformation has saved Council 667+ hours per month: an estimated cash saving of over
$300K per year.
Summary of Moreton Bay Regional Council’s Records Management Standardisation
(EDRMS Consolidation) Project (2009-2010)

Key discussion points – long term vision
1. Do you agree with the long term vision?
2. Have the key challenges been captured above? Are there any key challenges or barriers
which are missing? If so, please provide details.

5

Options for responding to the digital recordkeeping
challenge

In other Australian and international jurisdictions, transformations to digital recordkeeping have
been underpinned by strong central government leadership. The following options have been
identified to help the Queensland Government respond to the digital recordkeeping challenge.

Option 1: General guidance
QSA and QGCIO produce a range of policies and advice to assist Queensland public authorities
manage their information and associated recordkeeping responsibilities. However there are gaps in
the advice currently available in relation to assisting public authorities deal with their digital
recordkeeping requirements. These gaps include:


assessing and building recordkeeping functionality in new and existing business systems



admissibility and use of digital records



retention and disposal schedules in a digital world.

Under this option, gaps in advice would be addressed through the publication of practical guidance
and training materials which would help support public authorities in their transition from paperbased recordkeeping to managing their digital recordkeeping responsibilities.
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QSA and QGCIO will update existing advice (e.g. Digitisation Disposal Policy) to reflect the
increasing digital environment. QSA will also partner with others to showcase pilots and trials
demonstrating the ways digital recordkeeping approaches can be adopted.
While this option will provide targeted, practical advice that can be implemented by public
authorities, it may not appear to be driven by senior support from within public authorities, or
across government. Additionally, as advice is being implemented by different public authorities in
different ways, there will be inconsistencies in progress between public authorities.

Option 2: Centre-led approach
To highlight the Queensland Government's commitment to born digital stay digital, a centre-led
approach could be adopted. This option would expand on the approach outlined in Option 1, and
could take the form of setting whole-of-government direction, policies and standards. Public
authorities would then be able to use available resources to develop their own self-paced
implementation plans.
QSA will also work with partners to reduce barriers to digital recordkeeping at a whole-ofgovernment level. For instance, there are perceived barriers to the use of electronic signatures 13 .
QSA will work with key stakeholders to overcome those barriers (e.g. perception that a paper copy
must be kept of all legal contracts).
This option addresses the perceived lack of senior leadership support which may be associated
with Option 1 and increases the level of consistency of approaches adopted. However as
implementation under this option is at the discretion of each individual public authority, it may take
time for change to occur across the Queensland public sector.

Option 3: Defined roadmap
To drive change across the Queensland Government, implementation requirements such as those
demonstrated within the US or the National Archives of Australia could be specified through a
roadmap of actions and requirements to transition from paper-based recordkeeping processes to
digital. This option would expand on the solution identified in Option 2, and set specific
implementation timeframes which would ensure public authorities understood what change is
required, and when.
By identifying specified targets, this option demonstrates strong leadership and commitment from
government, however has implications in terms of resourcing and challenges associated with being
relevant across all 500 Queensland public authorities.

13

An electronic signature is a method of signing an electronic message, and is a broader concept than that of a ‘digital
signature’. A digital signature utilises encryption technology, and is a type of electronic signature. Electronic signatures
can also include a number of other different formats, including digitised versions of handwritten signatures, or use of
email signature blocks.
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Key discussion point – options for responding to the digital recordkeeping challenge
1. Which option should the Queensland Government investigate further to best respond to the
digital recordkeeping challenge? Are there any specific reasons for choosing that option?
2. Are there any other options which could be considered?

6

Proposed actions to influence change

For change to take place, action needs to be taken by individual public authorities at local levels,
by QSA and QGCIO within the Department of Science, Information Technology, Innovation and the
Arts (DSITIA) and at a whole-of-government level.
A series of potential action items are outlined in the table below and are designed to generate
discussion and debate. These actions are linked to the three options identified in section 5 above
and are in no way final confirmed actions. We are seeking your feedback about what actions are
most relevant to achieving a born digital, stay digital approach in Queensland.
Table 1: Proposed actions for born digital, stay digital approach
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Publish guidance and advice to help public
authorities adopt a born digital, stay digital
approach including providing advice
relating to:
 Building recordkeeping requirements
into business systems
 Managing records in business systems
including file naming conventions
 Assessing digital recordkeeping
maturity
 Developing retention and disposal
schedules in a digital environment
 Use of electronic signatures (rather
than wet signatures on paper)
 Use of digital records and admissibility
for legal cases and audit (e.g. ability to
retain contracts in digital rather than
paper copy).
 Update published advice, including:
o Queensland Recordkeeping
Metadata Standard & Guideline
including metadata for digital
records

DSITIA





3. Defined
roadmap

Options

Responsibility

2. Centre-led
approach

1

Action

1. General
guidance

No.



Born digital, stay digital discussion paper

Options

Responsibility

2

Leveraging pilots and trials to capture
lessons learnt and demonstrate the ways a
born digital, stay digital approach can be
adopted:
 Managing digital legacy records across
government
 Managing legacy paper records
 Business process optimisation.

All public
authorities
DSITIA







3

Publish case studies of born digital stay
digital approaches adopted in Queensland
and elsewhere.

DSITIA







4

Work towards the establishment of a digital
archive.

DSITIA







5

Establish whole-of-government direction to
facilitate the necessary changes for a born
digital, stay digital approach to records
management across the Queensland
Government, e.g.
 QSA will set a requirement that all
records created digitally after a
specified timeframe that are eligible for
transfer to the Archives will be
accepted in digital format only (if digital
archive established)
 Need to appoint senior officer
responsible for digital recordkeeping
 Set a requirement to identify storage
(and costs) of paper records on-site
and off-site and actively manage those
records and reduce volumes
 Work across government to reduce the
barriers relating to use of electronic
signatures
 Partner with key stakeholders during
implementation of born digital, stay
digital approaches to identify whole-ofgovernment solutions to significant
issues.

DSITIA





6

Develop a roadmap with set timeframes for
public authorities to work towards relating
to implementation of born digital, stay

DSITIA
(Development of
roadmap)

o
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3. Defined
roadmap

2. Centre-led
approach

Action

1. General
guidance

No.

Digitisation Disposal Policy.
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digital. This may include the requirement
to:
 Develop a digital recordkeeping
transition plan
 Publish information on an annual basis
on progress against actions in
roadmap and digital recordkeeping
transition plan
 Set a requirement to identify the
quantity and costs of storing paper
records with reduction targets.

3. Defined
roadmap

Options

Responsibility

2. Centre-led
approach

Action

1. General
guidance

No.

All public
authorities
(Implementation
of roadmap)

Key discussion points – addressing the born digital, stay digital challenge
1. Do you agree with the potential actions and responsibilities in Table 1 for the proposed
options? Are there any additional actions which should be included in the individual options?
2. Are there any additional actions that could be adopted at a whole-of-government level to help
address the challenge?
3. Table 1 identifies a range of guidance and advice to be developed to assist public authorities
address the born digital, stay digital issue. Will this guidance and advice provide information
on the topics you need to adopt a born digital, stay digital approach? What else could be
developed to assist?
4. Are you aware of any legislation which specifically requires evidence to be in paper form,
resulting in a barrier to digital recordkeeping? Please provide details.
5. Can you identify any other lead agencies and associated responsibilities which would play a
key role in addressing the born digital, stay digital challenge?
6. What other actions should public authorities take to address the challenge?
7. Has your public authority already started moving towards a born digital, stay digital approach
(including digital business processes)? If so, what actions have been taken to date?
8. Does your public authority wish to make any other observations or comments?
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